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I. CHILDREN'S INTERNET PROTECTION ACT (ACIPA@), Public Law No. 106-554

A.

1.

Introduction

Amends the Communication Act of 1934, 47 U.S.C. "151 et seq.; the Elementary and Secondary
Education Act of 1965, 20 U.S.C. "6801 et seq.; and the Museum and Library Services Act, 20 U.S.C.
'9134(Db).

CIPA requires schools and libraries that receive specified federal funding to certify that they have in
place an Internet Safety Policy that includes monitoring the use of Internet access by children and
implementation of technology that will filter out objectionable content.

CIPA was signed into law by President Clinton on December 21, 2000, and took effect on April 20,
2001.

B. Who Must Comply

Only those schools or libraries that receive discounted rates for telecommunications services under the E-
Rate Program of the Communications Act of 1934, or receive funding through the Elementary and
Secondary Education Act of 1965 or the Museum and Library Services Act in order to purchase computers
used to access the Internet or to pay for direct costs associated with accessing the Internet, must comply
with CIPA.

C.

1.

Internet Safety Policy
An Internet Safety Policy must include provisions or procedures to:

Prevent both minors and adults, via technology protection measures (i.e. filtering/site blocking soft
ware), from gaining Internet access to visual depictions that are obscene or child pornography;

Prevent minors, via technology protection measures (i.e. filtering/site blocking software), from gaining
Internet access to visual depictions that are harmful to minors;

Address issues related to access by minors to inappropriate matter;
Monitor the on-line activities of minors;

Address issues related to the safety and security of minors using e-mail, chat rooms, and other elec
tronic communication;

Hinder unauthorized access (i.e. hacking) and other unauthorized on-line activities by minors; and



Prevent unauthorized disclosure, use, and dissemination of personal information regarding minors.

The Internet Safety Policy must apply to all school and library computers that have Internet access,
even those that are not accessible to the public.

Prior to adopting an Internet Safety Policy, the school or library must provide reasonable public notice
and hold at least one public hearing on the proposed policy.

Each Internet Safety Policy adopted must be made available to the FCC.
Definitions

"Minor" - an individual who is under age 17.

"Obscene" - the test/definition for obscenity is:

Whether the average person, applying contemporary community standards would find that the work,
taken as a whole, appeals to the prurient interest;

Whether the work depicts or describes, in a patently offensive way, sexual conduct specifically defined
by the applicable state law; and

Whether the work, taken as a whole, lacks serious literary, artistic, political, or scientific value.

"Child Pornography"

The federal child pornography statute defines child pornography as any visual depiction of a minor
under 18 years old engaging in sexually explicit conduct, which includes actual or simulated sexual
intercourse, beastiality, masturbation, sadistic or masochistic abuse, or lascivious exhibition of the geni

tals or pubic area.

The statute's definition includes not only actual depictions of sexually explicit conduct involving minors,
but also images that appear to be minors engaging in sexually explicit conduct.

"Harmful to Minors" means any visual depiction that:

Taken as a whole and with respect to minors, appeals to a prurient interest in nudity, sex, or excretion;
Depicts, describes, or represents in a patently offensive way with respect to what is suitable for minors,
an actual or simulated sexual act or sexual contact, actual or simulated normal or perverted sexual
acts, or a lewd exhibition of genitals; and

Taken as a whole, lacks serious literary, artistic, political, or scientific value as to minors.

"Inappropriate for Minors"

Determination regarding inappropriate matter for minors shall be made by school board, local educa
tional agency, library, or other authority responsible for making determination.

No agency or instrumentality of the United States may establish criteria for making the determination
that material is inappropriate, review the determination of the local authority, or consider the criteria in



the administration of the discounts.

E. Technology Protection Measures

1. CIPA does not require use of specific filtering software. Rather, CIPA requires the school or library seek
ing funds to certify that it is using blocking or filtering technology that blocks or filters Internet access to
visual depictions of the type specified in CIPA.

2. E-rate discounts may not be used to fund technology protection measures.

3. Disabling Technology Protection Measures

CIPA provides that an administrator, supervisor, or other authorized person may disable filtering or blocking
technology "to enable access for bona fide research or other lawful purposes.”

4. If an Internet Safety Policy uses over-broad technology protection measures which block legitimate and
constitutionally protected material, such policy can be vulnerable to a constitutional challenge.

F. Timeline

1. In order to be in compliance with CIPA for the funding year beginning July 1, 2001, schools and
libraries must certify by October 28, 2001, that they have the required policies and technology meas
ures in place, or that they are undertaking such actions, including any necessary procurement proce
dures, to put them in place for the following funding year.

2. Filtering technology must be in place and functioning by July 1, 2002.

G. Failure to Comply

1. Failure to comply with CIPA results in ineligibility for the funding program.

2. Where it is found that a funded school or library is not in compliance, the funding agency shall cease
funding and give notice to the school or library indicating it should be brought into compliance.

3. With regard to E-rate only, where it is found that a funded school or library is not in compliance, the
school or library may be liable to reimburse the FCC for the funds received for that funding year.

H. Constitutional Challenge to CIPA

1. On March 20, 2001, the ACLU, the ALA, and a collection of other plaintiffs filed suit in the Federal
Eastern District Court of Pennsylvania challenging the constitutionality of CIPA.

2. CIPA calls for expedited legal review and that the suit be heard by a three-judge federal district court
panel.

3. Any appeal of this decision shall be reviewable directly to the Supreme Court.

Il. CHILDREN'S ONLINE PRIVACY PROTECTION ACT ("COPPA"), 15 U.S.C. "6501 - 6506"

A. Introduction



COPPA requires commercial website operators to get parental consent before collecting any personal
information from children under 13.

COPPA was signed into law on October 21, 1998, and took effect on April 21, 2000.
Who Must Comply

Internet services providers who:

(a) operate a commercial web site or an online service directed to children under 13 that collects
personal information from such children; or

operate a general audience web site and have actual knowledge that they are collecting personal
information from children under age 13.

To determine whether a web site is directed to children, the Federal Trade Commission (FTC) considers
several factors, including:
a. Subject matter;
b. Visual or audio content;
c. Age of models on the site;
d. Language;
e. Whether advertising on the site is directed towards children;
f. Information regarding the age of the actual or intended audience; and
g. Whether the site uses animated characters or other child-oriented features.

An operator is deemed to have actual knowledge that it is collecting personal information from children
under 13 if:

a. It uses forms that require the individual to input his or her age;

b. It learns the child's grade in school; or

c. It asks "age identifying" questions.

To determine whether an entity is an "operator" with respect to information collected at a site, the FTC
will consider:

a. Who owns and controls the information;

b. Who pays for the maintenance and collection of the information;

c. What the pre-existing contractual relationships are in connection with the information; and

d. What role the web site plays in maintaining or collecting the information.

Not only does COPPA affect site operators who collect information, it also affects site operators who do
not collect personal information but solely maintain such information.

Thus, COPPA could affect web sites that already have personal information about children but do not
do any further collection, or web sites that purchase databases of personal information that they know
is about children.

Protected Information

Not all information that a web site may collect is deemed to fall under COPPA. The Act only refers to
personal information, which is defined as individually identifiable information about an individual collect
ed online, such as:

a. Full name;

b. Home address;

c. E-mail address;

d. Telephone number;

e. Social security number; and



vi.

Vii.

f. Any identifier that permits physical or online contact of a specific individual.

COPPA also covers other information that is tied to individually identifiable information, such as:
a. Hobbies;

b. Interests; and

c. Information collected through cookies or other types of tracking mechanisms.

D. COPPA Requirements

Privacy Notice
a. An operator must post a link to a notice of its information practices on the home page of its web site
or online service and at each area where it collects personal information from children.

b. The link to the privacy notice must be clear and prominent.

Operators may want to use a larger font size or a different color type on a contrasting background to
make it stand out.

A link in small print at the bottom of the page, or a link that is indistinguishable from other links on the
site, is not considered clear and prominent.

The notice must be clearly written and understandable, and should not include any unrelated or confus
ing materials. It must state the following information:

The name and contact information (i.e. address, telephone number, e-mail address) of all operators col
lecting or maintaining children's personal information through the web site or online service;

The types of personal information collected from children (i.e. name, address, e-mail address, hobbies,
etc.) and how the information is collected (i.e. directly from the child or passively through cookies);

How the operator uses the personal information (i.e. marketing, notifying contest winners, allowing the
child to make information publicly available through a chat room);

Whether the operator discloses information collected from children to third parties. If so, the operator
must disclose the kind of business in which the third party is engaged, the general purpose for which
the information is used, and whether the third party has agreed to maintain the confidentiality and secu
rity of the information;

That the parent has the option to agree to the collection and use of the child's information without con
senting to the disclosure of the information to third parties;

That the operator may not require a child to disclose more information than is reasonably necessary to
participate in an activity as a condition of participation; and

That the parent can review the child's personal information, ask to have it deleted, and refuse to allow
any further collection or use of the child's information.

Direct Notice to Parents

An operator must also provide notice to parents containing the same information included in the privacy
notice on the web site.

Such notice must be written clearly and understandably, and must not contain any unrelated or confus



